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Introduction

Information is the currency of today’s world. Those who control information are the most powerful people on the planet. Thus, information must be processed only by the right people, for the right reasons and in a legal way. Moreover, power should be controlled not only by the legislative, executive and judiciary branches of a country but also through the public, i.e. the citizen must also be a watchdog of matters related to its own governance.
The view put forward by this paper is in favour of a system of checks and balances that caters for both the government and the governed as is afterall required in a democratic society. In other words, the writer attempts to argue that both rights, i.e. data protection and free access to information, may and need to coexist and that any limitations to these rights must be laid down precisely in the law, be necessary in a democratic society and be proportionate to the aim of protecting other legitimate interests
. Some examples of the latter are the protection of national security, defence and international relations;  public safety;  the prevention, investigation and prosecution of criminal activities;  privacy and other legitimate private interests; commercial and other economic interests, be they private or public; the equality of parties concerning court proceedings;  nature;  inspection, control and supervision by public authorities;  the economic, monetary and exchange rate policies of the state;  the confidentiality of deliberations within or between public authorities during the internal preparation of a matter.
A brief overview of the definition of both categories of rights will be furnished and constant reference to the EU legislative initiatives and national legal systems will be made. Moreover, the writer will make a comparative analysis about how the various legal systems in EU and Serbia
 operate and takes a leap in the foreseeable future as to how these two rights should be regulated and whether there is any need for a recast of these laws in the light of new challenges, including globalisation, the ongoing march of technological capability and the changing ways that personal data is used. Although directives are flexible in nature and thus tend to remain current, their effectiveness is undermined by the complexity of the cultural and national differences across which they must operate
.
Data Protection under EU law
Privacy is recognised as a fundamental human right by various legal instruments, including

the Universal Declaration of Human Rights (UN, 1948) and the European Convention on

Human Rights (ECHR, Council of Europe, 1950). Privacy regulations aimed at governing

how personal data is processed were introduced in the 1970s and 1980s, and the European Data Protection Directive 95/46/EC came into force in 1995. It regulates the protection of individuals with regard to the processing of personal data and the free movement of such data. Implemented into national laws, the Directive applies to all EU Member States as well as to Iceland, Liechtenstein and Norway.

The data protection right is recognised both in Article 8 of the EU Charter of Fundamental Rights which provides that data must be processed fairly for specified purposes and on the basis of the consent of the person concerned or some other legitimate basis laid down by law and in the general principles of Community law. 
The purpose of national laws on the processing of personal data is to protect fundamental rights and freedoms, notably the right to privacy, however, the approximation of those laws must not result in any lessening of the protection they afford but must, on the contrary, seek to ensure a high level of protection in the Community. In this regard one needs to refer to Article 29 of the EU Directive 95/46/EC which establishes a "Working Party on the Protection of Individuals with regard to the processing of Personal Data". It is generally known as the "Article 29 Working Party".  It is made up of a representative from the data protection authority of each EU Member State, the European Data Protection Supervisor and the EU Commission. The Working Party seeks to harmonise the application of data protection rules throughout the EU, and publishes opinions and recommendations on various data protection topics. It also advises the EU Commission on the adequacy of data protection standards in non-EU countries.
The directive contains a number of key principles with which member states must comply. Anyone processing personal data must comply with the eight enforceable principles of good practice. They state that the data must be:

1. Fairly and lawfully processed.

2. Processed for limited purposes.

3. Adequate, relevant and not excessive.

4. Accurate.

5. Kept no longer than necessary.

6. Processed in accordance with the data subject's rights.

7. Secure.

8. Transferred only to countries with adequate protectio

Free Access to Information in the EU
a. Explanation

Free access to information is defined as the right of each individual to request and acquire from government officials and/or public authorities relevant information of public interest, so as to efficiently enable insight into the work of those entrusted by the citizens in a free and democratic election with the execution of power or conduct other public affairs related to the execution of power, on their behalf
.

The State should encourage informed participation by the public in matters of common interest. The right to access information would give rise to efficient and effective administrations and integrity would be maintained. Moreover, public confidence in the public authorities would automatically be strengthened. Therefore, the State should do its utmost to ensure that official documents are made available to the public subject to the protection of other rights and legitimate interests. However, access to information can be denied only on legal grounds. Public files sometimes contain personal data or other information that needs to be treated as confidential, for example classified business data. Moreover, in the United States of America, Congress, the Federal Courts and the Executive Office are exempt from public access but the exceptions are enumerated explicitly and precisely defined such as privileged information, military plans, medical files, official or business secrets, national security and trade secret. This might result in a clash of interests where an individual's right of access to information conflicts with the legitimate interests of a person or institution whose confidential data are contained in public files.

Moreover, there is a need to restrict disclosure of sensitive government decision-making processes, and similarly, other public concerns such as public safety must not be jeopardised by an individual's right of access to information. Thus, national legislation, such as the German Freedom of Information Act North Rhine Westphalia, includes a list of exceptions that is designed to restrict the right of access to information in order to safeguard overriding interests of the public. Moreover, there are special laws and statutes which provide that the Freedom of Information Act North Rhine Westphalia does not apply and which contain specific provisions governing the disclosure of information by a public institution. For instance, the disclosure of information contained in the residents' registers is exclusively governed by the Residents Registration Act.

There are various ways of acquiring information such as:

1. by direct observation of the state’s activities

2. through the media which keeps an eye on public affairs

3. through an individual request

4. though the public authority’s duty to inform the citizens without their formal requests

The right to access to information refers to the legal right of an applicant to 1)  know whether the public authorities have specific information; 2) have the information of public interest accessible by providing free of charge insight in a document containing the information;  3)  to obtain a copy of the document containing the requested information, upon reimbursing the necessary costs of copying the document and 4) to receive a copy of the document sent to the address by mail, fax, electronically or otherwise, upon reimbursing the costs of sending. 

If the requested information is already available to the public, the applicant is entitled to be informed by the body about where and when it was published. The right of access is also limited in the case where the document contains information that the public has no legitimate interest to know. In such circumstance the applicant has the right to access to other parts of the documents.

b. EU legislation
A very clear example of free access to information can be identified in the Council Decision 2005/370/EC of 17 February 2005 on the conclusion, on behalf of the European Community, of the  Convention on Access to Information, Public Participation in decision-making and access to justice in environmental matters. The European Union wishes to keep citizens informed about and involved in environmental matters and to improve the application of environmental legislation by approving the Convention. Thus, it contributes to strengthen and make more effective environmental protection policies. In order to protect the right of every person of present and future generations to live in an environment adequate to his or her health and well-being the Convention:

· ensures public access to environmental information held by the public authorities; 

· fosters public participation in decision-making which affects the environment; 

· extends the conditions of access to justice in environmental matters. 

Maltese law also provides for the right of access to environmental information in the Legal Notice 116 of 2005
 entitled Freedom of Access to Information on the Environmental Regulations which regulation transposes the Directive 2003/4/EC of the European Parliament and of the Council of 28 January 2003 on public access to environmental information. This law intends to guarantee the right of access to environmental information held by or for public authorities and to list the criteria, and practical arrangements, for its exercise.
Regulation 1049/2001 of the European Parliament and the Council of 30 May 2001 regarding public access to European Parliament, Council and Commission documents
 grants a right of access to documents of the three institutions to any Union citizen and to any natural or legal person residing, or having its registered office, in a Member State. "Document" is defined broadly and it is assumed that all documents, even if classified, may be subject to right of access unless it falls under one of the exceptions. If access is refused, the applicant is allowed a confirmatory request. A complaint against a refusal can be made with the European Ombudsman and/or an appeal can be brought before the European General Court.

In addition, the Directive 2003/98/EC of the European Parliament and the Council of 17 November 2003 on the re-use of public sector information
 sets out the rules and practices for accessing public sector information resources for further exploitation.

Since 2008, the European Commission operates the Register of Interest representatives, a voluntary register of lobbyists at the European union

The “Harm test” and the “Balancing of Interests”

It has already been pointed out that one of the reasons for limiting the right of access to information is the right to privacy. But this limitation begs the question: how does one determine the “if” and “when” the right to access information needs to be curtailed due to another (overriding) interest? The Council of Europe
 recommends two kinds of tests that may be applied in such a case, i.e. the “harm test” and the “balancing of interests”.Access to a document may be refused if the disclosure of the information contained in the official document would or would be likely to harm any of the interests mentioned the introduction to this paper, unless there is an overriding public interest in disclosure. The Council of Europe moves a step further in its recommendation since it suggests that Member States might set a time limit beyond which these limitations no longer apply. Thus, the documents should be made accessible after a certain period of time. In addition, time limits should be proportionate to what they aspired to achieve, i.e. the protection of other rights and legitimate interests. Some Member States might permit the release of documents of public interest unless the protected interest overrides the public interest attached to the disclosure.
With regards to documents which are classified as “secret” or “confidential”, the authorities should ensure that these are made accessible as soon as circumstances permit or in case that the law sets a time limit on confidentiality, as soon as that limit is reached. The law in certain countries permits the regular review of the confidential nature of a document. In sharp contrast to this approach lies article 10 of the European Convention on Human Rights which does not permit the freedom to receive confidential information. In this regard Helen Fenwick argues,

‘... the wording of Article 10 of the European Convention which speaks in terms of the freedom to "receive and impart information", thus appearing to exclude from its provisions the right to demand information; from the unwilling speaker. Moreover, the phrase "without interference from public authorities" does not suggest that Government would come under any duty to act in order to ensure that information is received’
.

Even the European Court of Human Rights shares this opinion. In Leander v. Sweden
  the Court held that Article 10 does not confer on an individual a right of access to a register containing information on his personal position. Nor does Article 10 embody an obligation on a Government to impart such information to an individual. In Gaskin v. U.K.
, whilst the Court reiterated what it had established in the Leander case vis-a'-vis access to information, it did grant access to information held by the local authority but in terms of Article 8
. The facts of the case were as follows: When his mother died the applicant was taken into the care of the City Council and foster parents until he was 18. The Council kept case records on him from doctors, teachers, police offices and foster parents. At the age of 18 he brought negligence proceedings against the Council and asked for discovery of his case records. His request was refused on the grounds of public interest. He claimed that the refusal to access to his personal and confidential information from the Council violated article 8 (right to a private life) by failing to meet its positive obligation to give him access to the requested information. The ECHR found a violation of article 8 since the information requested by the applicant was the only coherent record of the applicant's early childhood and formative years. The refusal of the local authority to grant the applicant access, without any kind of independent scrutiny to determine the genuineness of the confidentiality claim amounted to an infringement of the right to a private life in Article 8. 

  

One can therefore realise that the Council of Europe is in total favour of the free access to information approach since it also suggest that even if access to a document is denied, the state authorities might provide a summary
 instead and that public authorities might decide to make public information even before this is requested. However, these, along with the rest, are just recommendations from the Council of Europe and as such have no legally binding effect on the Member States.
Comparative Analysis
EU countries: Germany, UK and Malta
Having briefly examined the various data protection and free access to information laws of the EU states, namely Germany, Malta, and UK and the non-EU Member State of Serbia, it seems apparent to the writer that one can derive some common principles from these laws. The privacy of one’s data is a vital human right but there might be circumstances which encroach upon this right. Therefore, appropriate safeguards and guarantees are put in place through legislation and its enforcement.

One overall requisite to data processing is the question of consent which needs to be unambiguous, according to the Maltese legal system
. Article 4 of the German Data Protection Act provides that the collection, processing and use of personal data is lawful only if allowed by law, or if the data subject has provided consent. No consent would be needed if this is allowed or required by law, or the data must be collected from other persons or bodies due to the nature of the administrative task to be performed or the commercial purpose, or collecting the data from the data subject would require disproportionate effort and there are no indications that overriding legitimate interests of the data subject would be adversely affected.

A data subject is also furnished with the possibility of revoking his consent if s/he has legitimate grounds. The data subject is to be informed and be provided with: the purposes of the processing of data, the recipients of the data, the right to access/rectify/erase his/her data and a guarantee to fair processing.

Processing of data can only take place for legitimate and necessary reasons. However, sensitive personal data
 is exempt from processing unless the data subject has explicitly given consent; the data was already made public by him/her; appropriate safeguards were adopted and the processing is necessary because of other vital interests (e.g. for the controller to comply with his legal duties); there are medical/research or statistics reasons. Moreover, the Council of Europe
 recommends that since the level of sensitivity may vary with time, it should be avoided that the classification of a document would automatically prevent access to the same document in the future.
Enforcement is also another important matter that needs to be considered when examining how these two rights are to be regulated and ultimately enforced in practice. One would perhaps have to face the issues of independence and potential conflict of interest of the Commissioners who are entrusted by law to protect data and also to act as an enforcer of the Freedom of Information Act. Such a scenario presents itself in Malta
, Hungary, Estonia, Germany and the United Kingdom. In the case of Malta, although the Information and Data Protection Commissioner shall be appointed by the Prime Minister, Article 36 states that in the exercise of his functions under the Data Protection Act (s/he) shall act independently
 and shall not be subject to the direction or control of any other person or authority. Moreover s/he cannot act as a Commissioner if s/he:

(a) is a Minister, Parliamentary Secretary, or a Member of the House of Representatives; or

(b) is a judge or magistrate of the courts of justice; or

(c) is an officer in the public service; or

(d) is a member of a local council; or

(e) has a financial or other interest in any enterprise or activity which is likely to affect the discharge of his functions as a Commissioner.
In Malta there is another school of thought regarding the issue of the Data Protection Commissioner as having also the duties of a Freedom of Information Commissioner
. They argue that in this way, the same person can balance out both aspects of data protection and freedom of information. Indeed, although these two laws are considered opposed to each other yet they are very much related and complimentary. Hence having one Commissioner to oversee both data protection and access to information will ensure that there are no conflicting interpretations of both laws. Even, at appeals stage, there will be only one Appeals Tribunal – the Information and Data Protection Appeals Tribunal - to ensure uniformity and consistency in decision-making. 

 
In Germany, the federal government passed a freedom of information law on September 5, 2005. The law grants each person an unconditional right to access official federal information. No legal, commercial, or any other kind of justification is necessary. The Federal Commissioner for Data Protection and Freedom of Information (FfDF) is the federal commissioner not only for data protection but also (since commencement of the German Freedom of Information Act on January 1, 2006) for freedom of information. In the United Kingdom, the Information Commissioner's Office is responsible for regulating compliance with the Data Protection Act 1998, Freedom of Information Act 2000 and the Environmental Information Regulations 2004. The Freedom of Information Act applies to virtually all branches of government and was fairly successful in eliminating the culture of secrecy which had pervaded Westminister for decades.
The Maltese Data Protection Act
 provides for the protection of individuals against the violation

of their privacy by the processing of personal data. However, this protection does not prejudice the right to freedom of expression
, does not apply in the case that processing personal data is carried out by a natural person during his/her personal activity or if it is carried out because of public security, defence, state security and activities of State in areas of Criminal law
. More detailed overriding interests are mentioned in Article 23 of the Maltese law.
Data is protected throughout all the stages of data processing
.  In fact Article 7 ensures that the processing of information is carried out in a fair and lawful way and in accordance with good practice. The collection of personal data should be only for  specific, explicitly stated and legitimate purposes and only the necessary personal data should be collected having regard to the purposes of the processing. Correct and up to date information should be processed. Moreover, an adequate level of protection needs to be afforded even when information is transferred to third countries
.
The right of access to official documents is provided for in Article 3 of the Maltese Freedom of Information Act
, however, this article is, to date, not yet in force. If a request for information is refused the Act establishes an exhaustive list of reasons for such as refusal. Moreover, access to information is made available to the applicant in the way preferred by the applicant unless to do so would impair efficient administration; or be contrary to any legal duty of the public authority in respect of the document; or prejudice the interests protected by Part V and Part VI and (in the case of the interests protected by Part VI) those interests are not outweighed by a contrary public interest. If  access is not granted in the way preferred by the applicant, the public authority shall give to the applicant the reason for not providing the information in that way and state that the applicant has the right under article 23 to make a complaint thereon to the Commissioner. 

Moreover, the Act establishes an obligation on the part of the Maltese public authorities to publish, in accordance with any instructions issued by the Information and Data Protection Commissioner:

(a) a description of their structure, functions and responsibilities;

(b) a general description of the categories of documents held by them;

(c) a description of all manuals and similar types of documents which contain policies, principles, rules or guidelines in accordance with which decisions or recommendations are made in respect of members of the public (including bodies corporate and employees of the public authority in their personal capacity); and

(d) a statement of the information that needs to be available to members of the public who wish to obtain access to official documents from the public authority, which statement shall include particulars of the officer or officers to whom requests for such access should be sent.

Part V and VI of the Act provide a very long and conclusive list of exemptions from disclosure:
· documents affecting national security, defence or international relations, and Cabinet
 documents
;

· documents affecting the enforcement of the law and the protection of public safety
;

· documents subject to legal professional privilege or containing material obtained in confidence
;
· documents relating to business affairs, the economy and research
 and
· documents the disclosure of which would be contempt of Parliament or of Court
.

Part VI explicitly states that a document may be withheld in accordance with the provisions of this Part only if it contains matter in relation to which the public interest that is served by non-disclosure outweighs the public interest in disclosure. Such documents may be:
· internal working documents
;

· documents affecting financial or property interests of public authorities
 and

· documents concerning certain operations of public authorities
.
A quantum leap in good governance is currently in the making in  Malta, i.e. the Whistleblower’s Act which is another complementary law which further ensures transparency, openness and accountability in government. The laws of Australia, Canada and New Zealand were consulted, as these three countries are considered as pioneers in the field of freedom of information. But the UK system was more easily enforceable in Malta. Some authorities were exempt from this future Act, including those protected by the constitution. These included for example the electoral commission, the employment commission, the public service commission, the office of the attorney general, the national audit office, the security service and the broadcasting authority (in certain aspects only). This future Act would put Malta on the same level as other EU countries:
• The Act provides protection to whistleblowers in the public and private sectors including the voluntary sector.

• No civil or criminal action or disciplinary measures can be taken against someone who reveals sensitive information that indicates wrongdoing, malpractice or an illegality by a superior or somebody else at the place of work.

• The law does not grant immunity to the person revealing the information if he performed the illegality or was an accomplice to it.

• The whistleblower’s identity cannot be revealed by the official receiving the protected information unless the person consents or the official feels it is reasonable to do so, on a number of grounds.

• A whistleblower is protected if he is bona fide and reasonably believes that the allegation or information is true. Whistle blowing is forbidden if it is done for personal gain.

• Legal information covered by the Professional Secrets Act is not covered by the Whistleblower Act.

• Each government entity or private company can appoint its own whistleblower official and publish a set of guidelines on how reports are filed. If no official is appointed a whistleblower can have recourse to external officials identified by the law.

• A whistleblower can report to the head or deputy head of the organisation if the organisation does not have an established procedure or the whistleblower official may be involved or could have a conflict of interest.

• The Act applies retroactively for those cases where the illegal act continues after the law is enacted.

• Reporting authorities identified by the law are: Inland Revenue Commissioner for tax related issues; the Financial Analysis Authority for money laundering; the Financial Services Authority for information related to banks and other financial services companies; the Permanent Commission Against Corruption for allegations on corruption; and the Ombudsman for other issues and sectors, including voluntary organisations, which are not covered by the other reporting authorities.

The Maltese Local Council’s Act  also makes reference to the Freedom of Information Act in that, once the latter Act will come into force the emended Article 45 of the Local Council’s Act will provide the right to any person who requests information from a Local Council and who is dissatisfied with the Council’s response to his request to apply to the Information and Data Protection Commissioner for a decision whether, in any specified respect, his request has been dealt with in accordance with the requirements of the Act and any regulations made thereunder.

Malta has also given effect to the Convention on Access to Information, Public Participation in Decision-Making and Access to Justice in Environmental Matters through the Environment Protection Act, 2001 and the Development Planning Act, 1992 (as amended in 2001). The Environment and Development Planning Act, 2010, which will repeal the latter two Acts, provides in article 8(3)(f) thereof, that the Malta Environment and Planning Authority (MEPA) will disseminate information regarding the environment. However, this Chapter of the Maltese laws is still not in force. Malta has taken the stance of going public in environmental related issues so that individual members of society would be able to participate in policy making and decision-taking which would ultimately bring about a holistic improvement to the Maltese Islands’ environment. In order to attain this objective a state of the art website was created that gives the public complete access to a geographic information system wherein details of all applications for development, all enforcement actions, all protected areas, all plans and policies are available. This website is considered to be Malta’s best overall and best public sector website in the highly competitive web awards (www.mepa.org.mt ).

Another Act providing for access to documents of a public nature is the National Archives Act
 which was first promulgated in 1990. Before that there was no legal right of access to the documents which were stored in Government Ministries and Departments or which belonged to bodies established by law. It was at the absolute discretion of the Government of the day and its departments and bodies to permit or refuse access to documentation held under their custody even if such documents were no longer in use or were even rendered public at some time or other. The Act under consideration sets up the National Archives of Malta wherein documents of a public nature which are no longer in use for the purpose of administration are preserved. The National Archives are to store administrative and departmental documents of the Government of Malta, including all documents of Ministries, Government Commissions, Authorities or Boards, after the lapse of thirty years from their being put away and it is not in use for the purpose of administration as may be certified by the authority in possession of that document. A blanket provision is given to the head of the authority that possesses the document in question to decide whether it may be retained or not by that authority for more than thirty years. 
The rule in Maltese Law therefore (prior to the Maltese Freedom of Information Act) was that access will be given to officially held documentation which is no longer in use thereby excluding public access by simply deciding not to close and put away a file, even if the file in question might no longer be needed by the public administration. A further restriction is that the competent Minister may limit access by the public to documents and objects which are preserved at the National Archives in certain circumstances such as if the document in question contains information which has been obtained by a public authority under an obligation of secrecy or confidentiality; or the security of the State or the personal safety of any individual so require; or the fragility of the archives so warrants; or  the need for organisation of the archives makes it necessary.
On has however to keep in mind that the purport of the National Archives Act is relatively restricted as it is mainly concerned with the maintenance of documents which are of historical importance and significance. It does not regulate documents which are still used by the administration. Thus, one

should not confuse the National Archives Act with the Freedom of Information Act as it is only the latter type of legislation which caters for access to current documents used by the administration. Undoubtedly, the Freedom of Information Act should work hand in hand with the National Archives Act.

The National Archivist, Mr.Farrugia and his team are now focusing on records management in government and the challenge of preserving electronic records and archives. The National Archives (NA) have worked extensively on digitization of records, which material will in the coming months be available to the reading public. This challenging vision can only be fulfilled if the National Archives works in close collaboration with all stakeholders. In this regard the NA is setting up a  web-site so as to inform but also build bridges with its public. 


Serbia

Serbian Data Protection Law
The new Serbian Law on Personal Data Protection (“New Law”) came into effect on 4 November 2008 and is applied since 1 January 2009. A crucial novelty introduced by the New Law and accordingly, a crucial improvement in comparison with the earlier Serbian Law on Personal Data Protection (originating from 1998 when Serbia was part of Yugoslavia) is the fact that, in the New Law, a particular authority is established as state authority competent for personal data protection. Such authority is called the Commissioner for Information of Public Importance and Personal Data Protection. 

Under the New Law, personal data is defined very extensively, namely all information relating to a natural person, irrespective of its form or the medium in which it is kept, is considered as personal data. Moreover, all personal data is subject to the New Law. The only exceptions with respect to the application of the New Law are: 

(1) data which is publicly available, 

(2) data which is processed for personal needs and as such, is not available to third parties, 

(3) data on members of political parties or any other associations, with respect to their processing by such associations provided that respective members consented in writing to such processing and provided that such processing cannot last longer than membership itself, and 

(4) data published by a person to whom such data relates provided that such person is capable to take care of its own interests.

Moreover, under the Serbian Data protection law
, processing of data can only take place if:

1)  the data subject, who has given his/her consent
, cannot be identified or is not identifiable even after the specified purpose of such processing is achieved;

Personal data collection, processing and use (“Data Exploitation”) can only be conducted if based on the law or respective consent. Consent has to be provided in writing or verbally on the record, in order to be legally effective. Particularly sensitive information is not to be processed even if there is consent from the data subject, if the law states so. In all other cases data relating to ethnicity, race, gender, language, religion, political party affiliation, trade union membership, health status, receipt of social support, victims of violence, criminal record and sexual life shall be processed if there is written consent
 of data subjects
. Data subjects are afforded even wider protection since they have also the possibility of withdrawing their consent, against reimbursement of costs, as regards the processing of particularly sensitive information
.
However, no consent is required in the following case scenarios
:

a) to achieve or protect vital interests of the data subject or a third party, in particular their life, health and physical integrity;

b) for the discharge of duties laid down by a law
, an enactment adopted pursuant to a law or a contract concluded between the person concerned and the controller, as well as for the purpose of contract preparation;

c) envisaged by this Law or another regulation adopted pursuant to this Law, for the purpose of achieving a prevailing justifiable interest of the person concerned, the controller or a user.

2) the purpose and method of processing need to be admissible and the number or type of data processed has to be proportionate and necessary/suitable when taking into account the purpose of processing;

3) the data has to be accurate and complete.

Data subjects are endowed with various rights, namely, the right to notification of data processing
, right to access
 and obtain copies
 of any data relating to them, and the right to ask the controller to correct, modify, update and delete data and to stay and suspend processing
.

However, these rights come with limitations
 which can mainly be summarized in one phrase, i.e. other overriding legitimate interests which need to be given a superior status otherwise more serious prejudice might be caused to society in general such as the case of information which would significantly prejudice the interests of national or public safety, national defence or crime prevention, detection, investigation and prosecution. 
Acting in a way non compliant with the New Law results in liability for an offence and the prescribed sanction is a monetary fine in the amount of up to RSD 1,000,000.00 (approximately EUR 10,824.00)
. In addition, unauthorized collecting of personal data is prescribed as a criminal offence by the Criminal Code of the Republic of Serbia. It is stipulated that the person who collects, announces to others or uses for the purpose for which personal data are not intended to be used, shall be punished with a monetary fine or a prison for up to a year, i.e. up to three years if stated actions are undertaken by an official in performing its duties.

Serbian law on Free Access to Information of Public Importance
The right to protection of personal data, like any other right, is subject to limitations. On the other tip of the balance one finds the right to free access to information which Serbia has endorsed in its Law on Free Access to Information of Public Importance. The purpose of the Law is to provide the “right to access information of public importance held by public authority bodies, with the purpose of the fulfillment and protection of the public interest to know and attain a free democratic order and an open society.” Information which is considered to be of public importance is given a wide definition in Article 2 – 

“information held by a public authority body, created during work or related to the

work of the public authority body, contained in a document, and related to everything

that the public has a justified interest to know.”

It appears moreover, that this Law establishes a legal presumption of Justified Interest
in Article 4 meaning that the burden of proof lies on the party claiming unjustified interest. In fact the Law is worded as follows-

“It shall be deemed that there is always a justified public interest to know information held by the public authority, in terms of Article 2 of this Law, regarding a threat to, i.e. protection of public health and the environment, while with regard to other information the public authority holds, it shall be deemed that there is a justified interest of the public to know, in terms of Article 2 of this Law, unless proven otherwise by the public authority.

Moreover, this Law in Article 8, establishes the circumstances when, exceptionally, this right to free access to information needs to be limited –   
“The rights in this Law may be exceptionally subjected to limitations prescribed by this Law if that is necessary in a democratic society in order to prevent a serious violation of an overriding interest based on the Constitution or law. 

Thus, the rule is the free access to information whilst the exception is the protection of data. In this context and on the other hand, one must recall that, any state interference with a person's privacy is only acceptable for the European Court of Human Rights if three conditions are fulfilled:

1. The interference is in accordance with the law

2. The interference pursues a legitimate goal

3. The interference is necessary in a democratic society

Therefore, one can conclude that the necessity principle is being applied both to justify the limitation of data protection and to justify the interference in the freedom to access information. It might seem that these two rights, i.e. the freedom of access to data and the protection of privacy, are conflicting rights since their limitations are based on the same principle, which to say the least, may be quite confusing to the competent authorities who need to interpret and ultimately enforce the laws. I would depict this situation as a tug of war, the winner ultimately being the one who is able to justify his right in such a way that leaves no room for the enforcement of the other.
On the other hand, though apparently conflicting, this Law, in Article 14, specifically provides that the right to data protection overrides the right to access public information if it would thereby violate the right to privacy, the right to protection of reputation or any other right of a person who is the subject of information unless:

1) The person has agreed;

2) Such information regards a personality, phenomenon or event of public interest, especially a holder of a state or political post, and is relevant with regard to the duties that person is performing;

3) A person has given rise to a request for information about him/her by his/her behaviour, especially regarding his/her private life.
There are procedures and criteria for the acceptance of partial limitation of the free access to information by the public and the individual citizen. In this regard, Article 9 provides an exhaustive list (5 cases) wherein the claimant may prove his case under one of these exceptions to the right of free access to information. One of the exceptions relates to the law on classified data which provides that no one may -
“Make available information or a document qualified by regulations or an official document based on the law, to be kept as a state, official, business or other secret, i.e. if such a document is accessible only to a specific group of persons and its disclosure could seriously legally or otherwise prejudice the interests that are protected by the law and outweigh the access to information

interest.”

The control mechanism to this exception is the essential evaluation by the ombudsperson. S/he is a persons’ attorney who has the permission to examine all classified documents and ultimately be able to decide whether the title of ‘secrecy’ may be attached to such documents or if it was applied incorrectly/misused. Even if such a title is allocated to the document in question, the protection to such documents should be limited to a specific period of time. According to YUCOM
 the media could participate in deciding whether a document is to be classified as confidential or otherwise. The media would decide, after examining the contents of such documents, whether to publish them or not. If they believe that their secrecy outweighs the public interest then they will remain confidential documents. Moreover, Article 13 also sets out to curtail any abuse such as when the applicant’s request for information is irrational, frequent, when the same or already obtained information is being requested again, or when too much information is requested.

Therefore, the Serbian Act endorses the principle of full openness to the public institutions and consequently promotes the right to access information. The party arguing against such freedom would have to furnish proof of their right to privacy/secrecy. Such an approach is applauded since seeking good governance eliminates the possibility of the state monopolising information. 

Post September 11th

On June 25, 2002 the European Union Council adopted the Privacy and Electronic Communications Directive as voted in the Parliament. Under the terms of the new Directive, member states may now pass laws mandating the retention of the traffic and location data of all communications taking place over mobile phones, SMS, landline telephones, faxes, e-mails, chat rooms, the Internet, or any other electronic communication device. Such requirements can be implemented for purposes varying from national security to the prevention, investigation and prosecution of criminal offences. 
On March 15, 2006 the European Union Council adopted a Directive on Mandatory Retention of Communications Traffic Data, which requires Member States to require communications providers to retain communications data for a period of between 6 months and 2 years. Member States had until September 16, 2007 to transpose the requirements of the Directive into national laws; however, a delay of 18 additional months, until March of 2009, was available. Sixteen of the 27 member states of the EU have declared that they will delay the implementation of data retention of Internet traffic data for the additional period. Implementation of the Data Retention Directive continues to be controversial. 

In other areas, the Privacy and Electronic Communications Directive had a more favorable outcome. For example, it adds new definitions and protections for "calls," "communications," "traffic data" and "location data" in order to enhance the consumer's right to privacy and control in all kinds of data processing. These new provisions ensure the protection of all information ("traffic") transmitted across the Internet, prohibit unsolicited commercial marketing by e-mail ("spam") without consent, and protect mobile phone users from precise location tracking and surveillance. The directive also gives subscribers to all electronic communications services (such as GSM and e-mail) the right to choose whether they are listed in a public directory. 

New EU data protection law is underway

Because of the new developments in the IT field, free access to information knows no boundaries. The rules regulating the free flow of personal data between the Member States and within the Internal Market need to be regulated in a more harmonised manner so as to create a level playing field to all the interested stakeholders and finally, to the end-consumers, i.e., the EU’s citizens. Within this context, the EU felt the need to step in in order to increase the privacy protection of its citizens by setting out a strategy thus modernising the EU framework for data protection rules through a series of key goals in the light of the challenges raised by the new technologies and globalisation. Legislation will be proposed in 2011.

Through this new legislation:

1) the individuals' rights will become stronger so that the collection and use of personal data is limited to the minimum necessary. Individuals should also be clearly informed in a transparent way on how, why, by whom, and for how long their data is collected and used;

2) there will be further harmonisation of data protection rules at EU level, thus enhancing the Single Market. Administrative burdens and additional costs on companies will be reduced;

3) data protection rules in the area of police and criminal justice are being revised so that individuals' personal data is also protected in these areas. Under the Lisbon Treaty, the EU now has the possibility to lay down comprehensive and coherent rules on data protection for all sectors, including police and criminal justice. 

4) a level playing field will be established regarding cooperation with third countries and promotion of high standards for data protection at a world-wide level by clarifying and simplifying rules and streamlining procedures for international data transfers
. 

5) better enforcement of the rules will be achieved by strengthening and further harmonising the role and powers of Data Protection Authorities. Improved cooperation and coordination is also strongly needed to ensure a more consistent application of data protection rules across the Single Market.

Conclusion

In the light of the above one might come to the conclusion that it is not possible to make a blanket declaration wherein one categorically states that these laws, i.e. Data protection law and the Free Access of Information law are incompatible to each other since even though both laws may conflict in particular circumstances they can also be complimentary in a broader context. 
Under the Freedom of Information Act if someone asks for information about a living person, s/he will be refused and the information will be exempt since it is considered unreasonable invasion of a person’s privacy unless the person concerned gives his/her consent. However, in a broader context both laws are complimentary to one another since it is in the nature of power, whether it is political/economic/in the public sector/in the private sector, that those who exercise power want to know as much as possible about those who are subject of their power. The Government wants to know as much as possible about the governed. At the same time there is a reflex of secrecy about power and how they exercise it.

The Freedom of Information Act addresses this by arming the governed with an enforceable right of access to public information, about how they are being governed. It increases the role of citizens as controllers of government, for example, against corruption. The Data Protection Act redresses the balance the other way round. It limits what data controllers can actually do when gathering and processing information on data subjects. Both Acts are legal attempts to redress the balance of power. The rights of one party end when the rights of the other are being curtailed without a valid and legitimate reason or in the case that one party might have an overriding and justifiable interest.
In other words, if the State wants to provide welfare and development for its society, ensure a quality of life, render a public service to its citizens and protect human rights, it needs to act in a democratic fashion and be accountable
 to its citizens. Both these criteria could be achieved through the principle of transparency, in the sense that government needs to be transparent by furnishing the right of access to public information if the applicant’s demand is reasonable and legitimate, while at the same time it should also protect one’s privacy against any misuse or abuse of power.
Study is conducted within the YUCOM project „Strengthening citizens in realizing the right to Free Access to Information and Data Protection through public advocacy for adoption of the amendment to the FOIA and Data Protection Act and adoption of the Law on Classified Information“ .
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